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Differences

Directory

Access

Server Location
Internet Connectivity
Software

Installation

Standard Install
C:

HTTP or HTTPS
Anywhere

No Firewall, any site

Anything

Directly on Production Machines

DOD Install

OS (C: ) separate from data and app (D: )
HTTPS required with CAC authentication
DOD secure facility

Firewall, Trusted Sites Only

Only certified software

Development = Test = Production




Firewall Ports

License Manager ESRI Server ESRI Portal

27000-27009 inbound tcp 6443 inbound tcp 7080 inbound tcp

27000-27009 inbound tcp 7443 inbound tcp

7005 inbound tcp
7099 inbound tcp
7199 inbound tcp
7654 inbound tcp

SQL

1433 inbound tcp

1433 inbound udp

1434 inbound tcp
1434 inbound udp
1433 outbound tcp
1433 outbound udp
1434 outbound tcp
1434 outbound udp

TCP: Transmission Control Protocol (with Internet Protocol [IP], the main protocol of the Internet

UDP: User Datagram Protocol



Security (5TIG) Compliance

Configuration Audit Results [*] Patch Audit Results [m] & [*]

Complia Cl Severity

Pass (Info) [
Fail (High) B
Mo Check (Medium)

Last Updabed: 1 hour aga
Last Updated: 1 hour ago

Configuration Audit Host Summary
IP Address DNS | Vulnerabilities

001.itsdepi

002 itsdep

Total | Severity | Name

High 1.1.9 Do not enter a password-related hint

(=]

Multiple Vulnerabiliti urity Update 2011-0
X106 <10.6.8

: Java for Mac OS X 10.6 Update 5

High 2. ate an ac warning for the login window

High 4.2.21.4.13.2 Disable automatic login

High 1.4.2.3 Display login window as and pas

High

High 4.2, 3 0 nputer’

High 4.2.8 Dizable ' red folders' (

X Multiple Vulnerabilities curity Update 2011-006)
X XProtect Installed

X : Java for Mac OS5 X 10.6 Update 6

X Multiple Vulnerabiliti urity Update 20

¥ : Java for Mac OS5 X 10.6 Update 7

High 4. le 'Allow gue o connect to s
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1.4.3.1 Disable Bluetooth by usin stem Pre ach user account

X Multiple Vulnerabiliti urity Update 20
¢ 085 X : Java for Mac OS X 10.6 Update 9
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