




HIGH Medium Low



Security 
Objective

Low Moderate High 

Confidentiality The 
unauthorized 
disclosure 
limited 
adverse 
effect 

The 
unauthorized 
disclosure 
serious 
adverse effect 

The 
unauthorized 
disclosure 
severe or 
catastrophic 
adverse effect 

Integrity modification 
or destruction 
limited 
adverse 
effect 

modification or 
destruction 
serious 
adverse effect 

modification or 
destruction 
severe or 
catastrophic 
adverse effect 

Impact level example;

http://www.fedramp.net/step-2-select-provisional-impact-levels



Impact Level Description FedRAMP Level

I + II Non-controlled classified information. Low risk 
front facing data.

FedRAMP

III + IV Controlled Unclassified (FOUO) FedRAMP Moderate

V Controlled Unclassified (FOUO) with higher level 
protection

Only DOD/ Federal Government 
servers

VI Classified Information up to SECRET 



Level I and II

Level III and IV

Level V and VI

Level I and II

Level I and II

Level III and IV

Level V and VI



Amazon Web 
Services East / West 

Regions 










