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Why would you want to put your data

on a server?

* Distribute your GIS Capabilities Across Platforms Anywhere.
* Centrally Manage Your GIS Assets

 Support for Real-time GIS

* Share Imagery

* Integrate with Existing IT Infrastructure

http://trust.arcgis.com/



ecurity Levels

ON-PREMISES

OS/DB/NETWORK

SECURITY

INFRASTRUCTURE

Customer Managed

CSP: Cloud Service Provider

ATO: Authority To Operate

Medium
Esri IMAGES Esri MANAGED
& CLOUD BUILDER CLOUD SERVICES
FadRAMP Moderate Compliant

N
KB

Esri Managed .
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Low
ArcGIS ONLINE
FISMA Low ATO

CSP Managed

Esn
Compliance &
ATO Scope

laaS ATO
Scope




Decide vour Impact Level

Impact level example;

Security Category information type = {(confidentiality. inpact). (integrity. impacr).
(availability, impact)}

Mission-Based Information Types
Confidentiality = The The The csfense  Nationas Secinty a1 Securty Natt Securty

Homeland Security

unauthorized unauthorized unauthorized Border Control and Transporiation Woderaie Woderate

Security
Key Asset and Critical Infrastructure High High

disclosure disclosure disclosure Prokecion

Catastrophic Defense High High

limited serious severe or Excauive Fundions of i EOP i Figh

Intelligence Operations High High

adverse adverse effect catastrophic > Disster Mg an Prediion Figh

Disaster Preparedness and Low

effect adverse effect o — =

Emergency Response High
International Affairs and Commerce

Foreign Affairs Moderate

Intemational Development and Low
Humanitarian Aid

Global Trade High

Integrity modification  modification or modification or R P o "
Conservation, Marine, and Land Low

or destruction destruction destruction Management

Recreational Resource

limited serious severe or O e S

. Energy
adverse adverse effect catastrophic e Wodersi
effect adverse effect Er:epr;y Resource Management Low
Energy Production Low
Environmental Management
Environmental Monitorning/ Low
Forecasting
Environmental Remediation Low

Pollution Prevention And Control Low

/
http://www.fedramp.net/step-2-select-provisional-impact-levels




Impact Level and FedRAMP Level

| + I Non-controlled classified information. Low risk FedRAMP
front facing data.

1+ IV Controlled Unclassified (FOUO) FedRAMP Moderate

\% Controlled Unclassified (FOUO) with higher level ~ Only DOD/ Federal Government
protection servers

VI Classified Information up to SECRET

http://trust.arcgis.com/



Security Category information type = {(confidentiality, impact). (integrity. impacr).
(availability, impacr)}

Mission-Based Information Types

Confidentiaiity
Defense & National Security Nat’l Security Nat’l Security Nat'l Security

sl Bl I
Security
Protection

Disaster Management
Disaster Monitoring and Prediction
Disaster Preparedness and
Planning
Disaster Repair and Restoration
Emergency Response

International Affairs and Commerce

| Disaster Monitoringand Prediction |  Low |
= R -
| Disaster Repairand Restoration | ~ Low |
| _EmergencyResponse |~ Low |

%H
%H

Foreign Affairs
Intemational Development and
Humanitarian Aid
Global Trade

Natural Resources
Water Resource Management
Conservation, Marine, and Land
Management
Recreational Resource
Management and Tourism
Agricultural Innovation and Services

Level lll and IV

Preparedness
| EnergyProducion | = bew = | @ Low = | @ Low
Environmental Management

Environmental Monitoring/
Forecasting

Environmental Remediation
Poliution Prevention And Control

=
a
]

r i
2| 2| 2|2
C cC|ic

r
-

Moderate

r

Level lll and IV

=
a
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FedRAMP Moderate Cloud

Infrastructure

Amazon Web
Services East / West
Regions

AWS Global Infrastructure

US West US East South Europe Asia Pacific

(Northern (Northern America West Region
California) Virginia) (Sa0 Paulo) (Dublin) (Singapore)

o O
(o]
o %

Region:

Scale with AWS
*  World-widefootprint =

US East (Virginia) v | | |

* Elasticallyincrease | 85 Us East (virginia)
B US west (Oregon)

your ECZ ’ DB ’ NOSQL B2 Us west (N. California)
etc Bl EU west (Ireland)

™ Asia Pacific (Singapore)
* Asia Pacific (Tokyo)
South America (Sao Paulo)

AWS Regions
© AWS Edge Locations

Asia Pacific
Region
(Tokyo)

Image Source: AWS
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Differences between Standard and
FedRAMP Services

Esri Managed Cloud Services — Standard Offering Esri Managed Cloud Services — Advanced Plus (FedRAMP Offering)

Customer Infrastructure Customer Infrastructure

Active/Active Redundant across two Cloud Data Centers

End Users

Esri Administrators

50in

PublicjFacing
ArcGlIS for Portal

ArcGIS Server

Cloud Infrastructure
Hypervisor, TCP/IP, Network ACLs, Routing, Storage, Hardware

Esri AHmin

Customer Application Cloud Provider

Dedicated
Customer Application
Infrastructure

Common Cloud
Infrastructure

750in

End Users

Security Ops Center
(SOC)

Esri Administrators

http://trust.arcgis.com/

Web Application Firewall
WAF

PublicfFacing
ArcGlIS for Portal

ArcGIS Server

Relational Database File Servers

Intrusion Detection Centralized Management
IDS / SIEM Backup, CM, AV, Patch, Monitor

Bastion Gateway Authentication/Authorization
MFA LDAP, DNS, PKI
Esri Aimin
Cloud Infrastructure
Hypervisor, TCP/IP, Network ACLs, Routing, Storage, Hardware

Customer Application Cloud Provider

Dedicated
Customer Application
Infrastructure

Common Security
Infrastructure

Common Cloud
Infrastructure

Security




Example

USGS Historical Topographic Maps

- More than 175,000 topographic maps published by the
USGS since 1884

- 22 TB data x 2 for redundancy

- 1.6 million hits during Esri User Conference

- Consumed by several apps; premium service available in

ATCGls online USGS Histerical Topographic Map Expl nwe 2U§§_§ iesri

The USGS Historical Topographic Map Collection
Exylore the comprebussire csstography of the Unted Seates”cldent rspping 3560

1333x750in

http://trust.arcgis.com/



Final Thoughts

ON-PREMISES

APPLICATION

OS/DB/NETWORK

SECURITY

INFRASTRUCTURE

Customer Managed

CSP: Cloud Service Provider

ATO: Authority To Operate

Esri IMAGES Esri MANAGED
& CLOUD BUILDER CLOUD SERVICES
FadRAMP Moderate Compliant

Esri Managed .

http://trust.arcgis.com/

ArcGIS ONLINE
FISMA Low ATO

CSP Managed

Esn
Compliance &
ATO Scope

laaS ATO
Scope
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